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Digital Speech Watermarking and its I mpact to Biometric
Speech Authentication

ANDREA OERMANN AND ANDREAS LANG AND CLAUS VIELHAUER

Abstract

In this article an approach for connecting biometric spesatnentication
and digital watermarking is presented in order to integnag¢tadata into the au-
thentication process without significant quality and perfance losses. Differ-
ent digital audio watermark methods are used to embed ntatadadditional
information into the reference data of biometric speakeogaition. Metadata
in our context may consist ancillary information about tleeial, cultural or
biological context of the owner of the biometric data as veslitechnical de-
tails of the sensor. We perform our tests based on a datahkee trom 33
subjects and 5 different utterances and a known cepstruetispeaker recog-
nition algorithm in verification mode. The goal is to perfoam evaluation of
the recognition precision for our selected algorithm ind¢batext of the gender
belongings of the persons. The first tests show that the réibmg precision is
not significantly deteriorated by the embedding of the infation. Further, the
losses of the performance of the used biometric autherdicaystem are less
for female than for male users.



Digital Speech Watermarking and its Impact to Biometric Speech Authentication 3

1. Motivation

Biometric Authentication Systems as well as Digital Watarking Methods have been de-
veloped to fulfill the challenges of IT-Security such as théhanticity and integrity. In an
digitally interconnected world where communication isépé@ndent from time, localization
and culture, the acceptance and success of such a systein cgpandent on trustworthy
identities.

In order to get access to certain resources, equipment iitiés¢ users need to be identi-
fied or verified. This can be realized through three authatitio methods: secret knowl-
edge, personal possession and individual charactergdtdiuman being (biometrics) [1].
The secret knowledge approach indicates the users knogyledgh as passwords or PINs.
Personal possession implies that the user owns somethkim@ Iphysical key, smartcard
or special token. Biometrics as an authentication methéetsdo the user’s individual
biometrical attributes such as speech and handwriting haviieral-based modalities and
fingerprint, face, iris, retina, or hand geometry as physjmal modalities. Hence, instead
of identify a person by external information, which can bst|stolen or handed over, a
biometric system identifies a person itself based on itsrgiveracteristics. The advantage
of biometric user authentication is the unique and reliaddatification and verification of
a human being’s identity. Hence, biometrics improve thelle¥ security in infrastructures
and applications.

The goal of biometric user authentication is the deternonadf similarities based on fea-
tures derived from sampled signals concerning a particuitametric characteristic. We
confine our study to the behavioral-based modality as we tase/ork on previous eval-

uations such as [2], [3], and [4], where we found out that thiegration of metadata into
the authentication process can improve the biometric atidaion system. Previous work
has shown that for example group discriminatory informagach as gender or ethnicity
can be derived [5], and also a specific language of a spokereseq can be identified by
biometric features [4]. As [4] and [6] have shown, a localimiation of the authentication

process can be achieved by integrating metadata into it.

The focus of our work is to use digital watermarking techmigjin order to fulfil biometric
challenges as this provides a way to directly connect medaaith the biometric data. In
other words, watermarking techniques provide a way to maktadata available for the
biometric system. We define metadata as a collection ofimédion the basic audio signal
does not provide such as additional biometric informatioadditional characteristics (e.g.
language, culture, ethnicity, gender, condition, agg,af.the individual or the technical
environment (e.g. device).

Based on this, we introduced a basic approach [7] where @metade embedded by a digital
watermarking method into the speaker reference signalderdio measure its impact on
the EER of the biometric speaker verification system. In #gpproach 16 bit quantized
speech signals and one LSB watermarking scheme have bekedaopdemonstrate first
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results. Further, we have been evaluating different weaekrschemes by the application of
so called profiles such as biometrics as presented in [8whithis article we present an
evaluation in a gender context. We want to find out if thered#fferences of quality losses
of the performance of a biometric user authentication gecegarding the user’s different
belongings to certain gender groups (male and female).héyrve want to analyze the
influence of the length and content (semantics) of the augdiats of user's speech samples
and also the influence of audio signal quantization. Here avepare if 16 bit quantized
audio signals lead to a decreased distortion of the audi@b@pused by the watermarking
process and following to an improved performance than 8uangzed audio signals.

Digital watermarking has been proposed for a variety of iggfibns, including content
protection, authentication, digital rights managementathers. Many watermarking tech-
nigues have made claims regarding performance, such agp#@ncy, robustness, or ca-
pacity. In general, watermarking is an embedding and rettriprocess, where hidden or
secret information is embedded into or retrieved from digibntent like music, image or
video [9]. Using digital watermark techniques to embed iinfation in biometric data is an
emerging area of research and only a few approaches coutdibd in the literature such as
[10], [11], [12], and [13]. However to date, the impact of eaharks on biometric speech
authentication systems has rarely be evaluated. Therefodebecause of the fact that the
watermarking procedure always implies changes of the cootfenformation, the subject
of our research is to analyze the impact of these changesauthentication performance
of the whole biometric system.

In this article, the same biometric speaker verificationtesysas in [7] is used for feature
extraction, which is based on Mel-Frequency Cepstrum Coeffis [6]. Our methodology
is as follows. Firstly, the metadata are embedded into tfezarce signal of the biometric
system. Then, the user verification process of the biomeystem measures the error
rates: false match rate (FMR), false non match rate (FNMHR)the derived equal error
rate (EER). This is explained into more detail later in s@cl. Different from [7], we now
use four selected watermarking schemes working in timguiacy and wavelet domain
regarding 16 as well as 8 bit quantized speech signals. Baghis, the evaluation will
consider the different watermarking schemes in context tie gender aspect as well as
the varying semantics.

This article is structured as follows. In section 2, biorteiuthentication systems are
firstly introduced which includes an explanation of erradiesa the speech authentication
process, metadata, the cultural context and semantieslassisidering the capacity needed
to capture the metadata digital watermarks. This is folkblg a description of the four
used digital watermarking algorithms and the match of bimimauthentication and digital
watermarks. In section 3, the evaluation set up will be deedr Therefor the evaluation
methodology, its parameters and goals will be outlined. &yauation results are presented
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in section 4. The article closes in section 5 with a summary.

2. Biometric Authentication Systems and Digital
Water marking

In this section a brief introduction of biometric autheation systems will be provided

followed by a description of error rates as quality measofehose systems. Further, a
technique for speech authentication will be presented disasex discussion of four dif-

ferent digital watermarking algorithms. Finally, metamlaind their impact on biometric
user authentication are elaborated. A description of threnbaization of biometric user

authentication, digital watermarks and metadata is ctpgiis section.

2.1. Biometric Authentication

In biometric systems, user data initially needs to be eedolWhich means the biometric
parameters of the desired attribute are captured and stoeedatabase. For this purpose,
one or more reference signals are captured from every usienebf registration. In the
actual process of authenticating a particular user, agatgnaze more samples are taken
from the subject and compared to the stored reference datadér to verify or identify a
user, new data regarding the same biometric attribute igeoead with the stored biometric
reference data. If the instances of the biometric data mé#tehuser gets accepted and is
allowed to access. Otherwise the user gets rejected.

The authentication can follow two different modes: In onede@ particular identity is
declared as known prior the authentication. In this caseittraetric system either confirms
or declines the declared identity. This process is calledization and implies a comparison
of n signal samplings to 1 particular reference storage $agpl:1 comparison). The
other mode refers to the biometric system automaticallgrdgning the identity of the
actual user, which is called identification. This identifica of a particular not known user
considers a comparison of 1 signal samplings to n particafarence storage sampling (1:n
comparison). Depending on the desired authentication mbdesystem parameters may
change. Both methods are qualified to bind the biometric tagan identity, thus may be
used for authentication.

2.2. Error Rates

Commonly, evaluations of biometric authentication alforis are based on the Equal Error
Rate (EER), the point where False Match Rate (FMR) and FatseNMatch Rate (FNMR)
are identical. FNMR is the percentage probability of reégtt by a biometric system of
authentic user while FMR is the percentage probability cEatances of non-authentic user.
Thus, the ERR is one decision measure value at a specifictomgepint of a biometric
system and implies the probability of great similarities. réad more about error rates we
refer to [14]. The EER is not necessarily the optimal opagapoint in every biometric
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system and measurements such as Receiver Operating Ghistars (ROC) may provide
more detailed information about the system’s charactesisbut it is an initial clue for
comparing recognition capability of biometric systems.

2.3. Speech Authentication

The speech authentication system used for our tests is loaskttl-Frequency Cepstrum
Coefficients (MFCC), currently being one of the most popalad widely used feature ex-
traction methods. By applying a mel-frequency scale rathan frequencies themselves
MFCC represents a model of the human perception of soundsgBearly linear for fre-
guencies below 1,000 Hz and logarithmic above, the mel sndlally has been proposed
by S. Stevens, J. Volkman and E. Newman in 1937 [15] as a mea$tire perceived pitch.
Further, the cepstrum of signals as the Fourier transfortmeospectrum of the log spectrum
[16] is used.

In our system, all input wave files have a sampling frequefidyal 00 Hz and two different
sampling precisions, 16 Bit as well as 8 Bit. Thus, the qualitd performance differences
of the authentication process can be evaluated. By applyingmming window function
with an overlapping shift of 10ms, the algorithm first jugi#fithe input signal and generates
frames of 30ms length. By doing so the influence of the textoatent of the utterances,
especially how it was spoken, can be limited. In order toatefimmes with silence or low
noise the total frame energy is compared against a thresAditter bank with L=20 mel-
spaced triangle bandpass filters |, ranging up to 8,000 Hzapatied to the spectrum of
every remaining frame to achieve the corresponding medieacy wrapped spectruin

By modifying the approach described in [17], our implemé&otais applying "simple”
MFCCs instead of the proposed T-MFCCs, which is based on gefdanergy Operator.
Hence, our frame’s acoustic vector is calculated accorttintpe following equation for
each cepstrum coefficieht

L
MFCC;, = Z log ¥(1) cos
=1

{Mw},k:m,...@ (.1)
L

Every single acoustic vector is then added to the frame'sigtaovector set. Considering
the enroliment mode, the LBG algorithm [18] selects 32 mfiee vectors (centroids) out
of the enrollment’s acoustic vectors for each enrollmergference model. Referring to
the verification mode, the score of the verification vectorspresents the minimum of all
Euclidean distances between each verification vector acturederence vector.

2.4. Metadata, Cultural Context and Semantic Classes

Embedding metadata regarding individual user informagiod technical settings into bio-
metric reference data for authentication can be much of aftiexs our previous research
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[2] and [4] has shown. There we analyzed the impact bioldgadtural and conditional
aspects can have on a biometric handwriting and autheioticgitstem. Results encouraged
us to enhance our research in this field. Based on the callbaenetric data, both hand-
writing and speech, we can rely on a solid test set, espgaidien considering different
cultural groups.

In our tests to determine the recognition precision theofaithg information is embedded
into the speech reference audio files:

=  SamplelD
« EventlD
= PersonID

= SemanticlD

= DevicelD

= LanguagelD

= EnvironmentID

The SamplelD is the ascending internal number of the spdestiriithe database. An event
(EventlID) indicates a collection of samples belonging thgedue to originator, semantics
and action (enrollment, verification or forgery). The im&lridentification number of the
user is stored in the PersonlID. The SemanticlD encodes thard&s of a speech task. It
represents the content and duration of a speech samplerdhogado a predetermined task
list different semantics have been captured from each tégést. Tasks are differentiated
in individual, creative and predefined ones. The hardwawicddor voice recording is
defined in the DevicelD. Further, Date and Time of recordmgtored as metadata. The
LanguagelD indicates the spoken language of an utterartuée the environment of the
capturing (e.g. soundproof cabin) of the speech recordistpred in an EnvironmentID.

Evaluation regarding the cultural background the Persasildd importance, since it refers
to a particular person. For our tests we have defined cesatrsets based on the gender
belongings of users with different cultural backgroundshsas Indians, Germans and Ital-
ians. Primarily, we focus on the 2 different classes, mak famale, for our evaluation,
whose particular parameters and goals are described itd itesection 4.

Within this EU-India Culture-Tech project speech and harititvg data has been captured
from German, Indian and Italian test users. Further, mésaolaall of these participating
test users has been acquired. Therefore, we are profiting droexisting database. The
collection of speech and handwriting data in our proprietiatabase followed a defined
test plan with 47 different semantics in two languages (Bhgnd German). We developed
this test set of certain semantics based on individualtigeeand predefined tasks in order
to be able to analyze its varying influence on the autheicatystem.

One single task was captured by 10 iterations, where th&fars used as reference data and
the remaining 5 as authentication data. Audio files are dmmbwith a sampling frequency
of 44,100 Hz and a sampling precision of 16 Bit as well as 8 Bing a headset microphone
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in a laboratory environment for a uniform data collectioror Bur first initial tests, the
following listed five out of the set of 47 semantics in Englisie chosen:

= "Communication"

= "What is your good name?"

= "Where are you from?"

= "She sells sea shells on the shore."
= "Hello, how are you?"

The sentences "She sells sea shells on the shore.” and ,'Hello are you?" represent
predefined tasks with an average length of 3.08/2.61 (Isd@ermans) seconds (average
duration) and 1.83/1.35 seconds (average duration). Aefirextli semantic with a short
duration are the word "Communication" (1.54/1.22 secoruag) the questions "What is
your good name?" and "Where are you from?". These semammegent tasks which
encourage the test persons to provide individual answérsy fiave a short duration at an
average of 1.40/1.09 seconds and 1.33/1.10 seconds.

In our test environment we use the verification mode for antibation. During the verifi-
cation a claimed user identity is confirmed by the biometygtam. The person is verified
if the confirmation is successful, in the other case the peisscejected from the system.

The used test set consists of 47 test users. The set is divittedubsets related to the
semantics and male and female English spoken languagee Bbsets consist of a vary-
ing number of test users as it can be followed in Table 1. Tiere difference in the
distribution of test users for 8 Bit and 16 Bit quantizatiemdls.

communication| good name| hello | sea| where
male 23 24 23 23 | 24 without
female | 9 9 9 9 9 watermark
male 23 24 23 23 | 24 2A2W
female | 9 9 9 9 9
male 23 24 23 23 | 24 LSB
female | 9 9 9 9 9
male 23 24 23 23 | 24 MS
female | 9 9 9 9 9
male 23 24 23 23 | 24 SSWater
female | 9 9 9 9 9

Table 1.: Distribution of test users for 8 Bit aswell as 16 Bit quantization

25. Harmonization of M etadata, Semantic Classes and the Capacity of
Digital Watermarks

A specific watermarking payload of audio files, approximateb00 bytes per second, is
available for embedding our metadata. The metadata, asilded@bove, we have used
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in our first tests, have an average payload of 215 bytes. Itbgilembedded repeatedly
in the speech data during the watermarking embedding psodese to the fact that the

required space for a watermark’s capacity can only be fedfiby audio signals of a certain
length, semantics of speech samples for authenticatioa twebe of a certain length in

order to grant the needed capacity. This explains the aecfer the five earlier introduced

semantics we used for this evaluation.

2.6. Digital Water marking Algorithms

Different digital audio watermarking algorithms can be lggah from which we have se-

lected four for our test set. Those four selected watermgr&igorithms, implemented by
Otto-von-Guericke University, Germany, open source apd fvailable tools such as the
one from Microsoft, and their parameters will briefly be gduced.

LSB: This watermarking algorithm works in time domain and emlibdsvatermark in the
least significant bits (Isb’s) of the audio sample values wrariting the original bits [19]
and [20]. Depending on the parameters, the message is esthruthy times (redundantly)
into the audio signal. This algorithm considers the follogvsix parameters:

= The parametek presents a secret key. The applicatiori ghitializes a pseudo random
noise generator (PRNG) which selects the LSB’s used for daihg the digital wa-
termark. This indicates the embedder being in scramblindevand not all LBS's are
applied for embedding. If the parameteis not set, all sample values of the audio signal
are applied for embedding, which directly implies the higfrembedding capacity.

= The parameter indicates for the application of an error correction cod€CE [19]
and turns error correction on or off. If an ECC is applied, ldregth of the embedding
message is doubled and errors occurring during the retrfiemation can be detected
and corrected up to a certain threshold by detecting aniévatg.

= The parametem specifies the secret message which is embedded into the sigdad.

= The parameter stands for the mode selection which differs depending omémalling
of multiple audio channels. According to the mode, the athor handles the audio
channels in a naive (1), identical (2), independent (3)seoutive (4), or random (5)
way [20], where the numbers represent the specific valuesgbénameter.

= The parameter represents the dynamic synchronization. By applying a PR&N@f-
ferent sequence of synchronization flags is generated fdr embedded watermark
message in order to decrease the risk of watermark detdmfiarstatistical analysis of
the audio signal.

= The parametej describes a number of sample values which are randomly stippd
not used for embedding, preconditioned that paranieieset and the embedding algo-
rithm works in scrambling mode. The difference between #mee indexes is referred
to as the jump length. The default value for this paramet@r is

Microsoft: This watermarking algorithm works in frequency domain antbeds the wa-
termark in the frequency coefficients by using a spread spadiechnique [20]. This algo-
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rithm only applies one single parameterfor the embedding message.

2A2W- AMSL Audio Water Wavelet: This watermarking algorithm works in wavelet domain
and embeds the watermark on selected zero tree nodes wihplying a secret key. In
order to be able to retrieve the watermark information lateia detection function (non
blind) the algorithms performs an additional file the magkpositions are stored in. This
algorithm considers the following parameters:

= The parametem represents the embedded watermarking message

= The parametew specifies the watermarking method and currently exclugilelited
to ZT (zerotree).

= The parameter specifies the coding method and currently, only binary (BE\)ossi-
ble.

SSWater: This watermarking algorithm works in frequency domain antbeds the water-
mark in selected frequency bands by using a spread speanlmitgue [21]. This algorithm
considers the following parameters:

= The parametek specifies the secret key to initialize the PRNG.

= The parameterindicates the lowest frequency bound.

= The parametek indicates the high frequency bound.

= The parametes defines the embed strength.

= The parametef defines the frame size used for the FFT transformation.

= The parametet defines the tolerance value used as threshold by retrichimgvater-
mark.

2.7. Match of Biometric Authentication and Digital Water marking

In order to analyze and evaluate the usage of digital watéintaalgorithms for integrating
metadata into speech signals a biometric user autheotidatbased on, the coordination of
all three, digital watermarking, biometric user autheatiimn based on speech and metadata,
need to be described. In particular, this will be presentefbbows through a description
of our test scenario. Basically, the general authentingtimcess consists of two succes-
sive steps: The enrollment and the verification/identificgtas earlier mentioned in this
article. Both steps include the process of watermarkingestding and retrieving. To cap-
ture speech data during enroliment each subject is askegéata predefined semantics 10
times. Further, certain metadata from the subjects iscelte In the next step a watermark-
ing algorithm with its default embedding parameters emlibdsnetadata of a subject as
message into all audio signals captured from this partigubaject the metadata is related
to. The watermarking algorithm embeds the metadata infdomanto the speech file repet-
itively until the full capacity for each audio signal is réwd. The resulting watermarked
files are then stored in the reference database of the biensgstem. In the authentica-
tion process the embedded metadata now gets retrieved frometerence data while the
sufficiency of the embedding capacity for the given audioaigs verified at the same time.
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metadata
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pre- featur.e matching decision
processing extraction

Figure 1.: Biometric user authentication (enrollment and authentication) based on watermarked ref-
erence and authentication data (see also [7])

| Watermarking schemé Embedding parameters

LSB k=,c=off,t=1,xz=0ff

Microsoft no parameters

2A2W w=ZT,c= BIN

SSWater k=1234, 1=500, h=10000, a=2, f=1024, t=0,6

Table 2.: Embedding parameters of used watermarking schemes

The next step is the matching process for biometric usereatitation and refers to the
comparison of new captured authentication speech datagalssugh the preprocessing
and feature extraction procedure and the stored and watleetheeference data, which also
passed through the preprocessing and feature extractibis. nffatching delivers a value
of similarity or dissimilarity (matching score) betweerieence and authentication data.
Based on this score the biometric decision module will be ablmake a decision upon
the authenticity of the speaker. Thereby, the varigbteused as threshold for tuning the
biometric system. Figure 1 demonstrates this test scenario

For the embedding function in the enroliment process, all &arlier introduced watermark-
ing schemes with their default embedding parameters, warelsummarized and shown in
Table 2, are applied for embedding. The influence of the miffeembedding functions on
the authentication performance are measured by the ongusiometric error rates FNR
and FNMR and the derived EER. Further evaluations will bdagrpd into detail in section

3.

In general, we study the impact of the watermark embeddinpemverall authentication
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performance of our biometric speaker recognition systefra@& approach), by analyzing

the recognition errors for our experimental data collecti&mbedding information such as
metadata into audio signals is a special case of additiansés within these audio signals.
At the current state of our work, we focus on aspects of quldigses in terms of biomet-

ric measurements caused by watermarking embedding scteerdebe MFCC approach’s

noise sensitivity. But also, motivated by approaches fert-CC method to improve the

authentication performance in noisy environments ([223]), we want to consider an op-
timization of the recognition accuracy of the authentmagprocess as well as we want to
support binning strategies in case of identification, batimgacts the direct connection of
metadata and biometric data can have in the future.

3. Evaluation Description

In this section, the evaluation process, its parametersegalliation goals will firstly be
outlined followed by a discussion of its results.

3.1 Evaluation M ethodology

The evaluation’s methodology is based on a test divisiomtiwb basic test sets: male and
female. Further, our tests are always a composition of eatifin as the authentication
mode and random forgery tests.

For each semantics and each user’s belonging to either médenale the tests are divided

into the following parts: Firstly, based on the previoustoagd audio data we embed the
metadata of each subject of the test sets through all of tirefatermarking schemes, LSB,

Microsoft, SSWater, and 2A2W into the five different semasfpieech samples captured by
the same subject. Both, enrollment and verification sangrlesvatermarked with the same
metadata information.

In order to compare the impact of embedding metadata inrdiftesemantics of subjects
belonging to different gender groups, either male or femadeng different watermarking
schemes we use the well known and earlier introduced biderertior rates. The specific
test set, which is used, has earlier been introduced in Table

3.2 Evaluation Parameters

Our evaluations contains of fixed as well as of variable patans. Fixed parameters can
be listed as follows:

a.) database for biometric speech authentication
b.) metadata integrated into the speech signal

c.) number of users
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Variable parameters of the evaluation can be listed as/stlo

a.) 2 different test sets: male and female
b.) 4 different speech watermarking algorithms: LSB, Mgwofi, 2A2W, SSWater
c.) 5 different semantics: see section 2

d.) 2 quantization modes: 8 Bit and 16 Bit

3.3 Evaluation Goals

The introduced evaluation tests focus on the goal of meagtiie quality of watermarking
algorithms used for embedding additional information sasimetadata into audio signals
of a biometric user authentication system based on speegtarticular, we want to mea-
sure the influence of the embedding function of four difféneatermarking schemes on
the biometrical user verification in the context of the uselifferent belongings to certain
gender groups (male and female). First test results hawerstitat embedding additional
information into the audio signals seems to always lead tiopaance losses of the authen-
tication (refs). We now want to find out if there are remarkatifferences of quality losses
regarding the gender aspect. Further, we want to considdetiyth and content (seman-
tics) of the audio signals of user’s speech samples whilagtevaluation goal refers to the
influence of audio signal quantization. Here we want to axeahe relation of the quan-
tization of audio signals and the performance of the bioimeser authentication process.
In detail, we want to find out if 16 bit quantized audio signialad to a decreased distor-
tion of the audio signal caused by the watermarking proceddalowing to an improved
performance than 8 bit quantized audio signals.

4. Results

In this section, our test results are presented and distwssie considering our earlier
declared evaluation goals. Firstly, two tables give an aVegpresentation of the results for
all applied watermarking schemes, all semantic classesrentivo user groups male and
female. Then, two figures illustrate theses results foltblyg 2 figures concentrating on
each watermarking algorithm in order to analyze them seglgra

Before starting to discuss the test results performanceactexistics of the applied water-
marking schemes need to be outlined in order to put the seisuielative terms. The LSB
watermarking scheme as well as the 2A2W watermarking sclteemable to successfully
embed the complete message into all audio files for our téstiggle the embedding ca-
pacity of the Microsoft watermarking scheme is worse. If & pmessagenis embedded,

than only the first character ofi (e.g. "S") is embedable. Furthermore, the used spread

spectrum technique is not able to spread 100% of the firsaclterr It means that for four
audio files, only 5.83% and for one audio file 43.33% of the watek could be spread
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over the audio signal. The SSWater watermarking schemetiabie to embed the com-
plete message into the audio files. For 16 bit audio signasibedding capacity is higher
than for 8 bit quantized audio signals. in general, the finstracters of a messagecan be
retrieved directly after embedding.

Table 3 and Table 4 summarize the results for our tests fdr etthe five semantic classes
(left column), where 1 = "Communication”, 2 = "What is youragbname?", 3 = "Hello,
how are you?", 4 ="She sells sea shells on the shore." and Swef&\are you from?" and
stands for the average mean of all semantic classes. Talisrae represented by the EER
for each gender group (male and female) for each appliedrmmat&ing scheme (2A2W,
LSB, Microsoft and SSWater) and without any watermarkirgesoe.

As presented in Table 3 and Table 4, the biometric system maverage EER of 0.280
(female) and 0.310 (male) for 8 bit quantized audio signats @280 (female) and 0.289
(male) for 16 bit quantized audio signals without using amtesmarking scheme which
embeds a message into the reference data. This indicad¢s HBiometric authentication
system works slightly better for female than for male usEtsther, considering the average
EER for the different watermarking schemes itself and caexgbto the average EER for not
marked biometric data it can be outlined, that the used biiocreeuthentication system con-
tinued to work better for female users, no matter which atgor and which quantization
level has been applied to embed the metadata.

In particular, the best performance on an 8 bit quantizd#wal could be achieved for fe-
male users by the Microsoft watermarking scheme (0.266)ewthe lowest EER in the

16 bit quantization level could also be achieved for femalers, but by the SSWater wa-
termarking scheme (0.255). This shows, that having a highantization level (16 bit)

decreases the EER and hence increases the performancebidrietric user authentica-
tion. Even though these seem to be the best results, it has $edn relatively due to the
earlier described characteristics of the watermarkingiseds, especially the inability of the
Microsoft and the SSWater scheme to embed a whole messagedate into the audio

signals. A first approach to evaluate this is presented in [8]

The results presented in Table 3 and 4 further indicate anleabke gab between the EER
regarding semantic classes. The best possible perforntamaa 8 bit quantization level
could be reached for female users by the Microsoft wateringrkcheme and the semantic
class "Hello, how are you?" (0.187) while the worst resuk baen performed for male
users by the 2A2W watermarking scheme and the semantic '@asssells sea shells on
the shore.” (0.409). The best possible performance on arit Ifuéntization level could
be reached for female users by the SSWater watermarkingnechad also the semantic
class "Hello, how are you?" (0.174) while the worst resultaonl6 bit quantization level
has been performed for female users by the 2A2W watermaddhgme and the semantic
class "She sells sea shells on the shore.” (0.391).

The presented figures are underlining our test results. Tétetfiro figures (Figure 2 and
Figure 3) illustrate the comparison of all watermarkingoaithms in the context of the two
different gender groups and the five semantic classes. 3113 represent the specific
differences of the EER for each watermarking scheme.
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8 Bit 8 Bit | 8 Bit 8 Bit 8 Bit 8 Bit | 8Bit 8 Bit | 8 Bit 8 Bit
- - 2A2W | 2A2W | LSB LSB MS MS SSW | SSW
female | male | female | male | female| male | female| male | female | male
EER EER | EER EER EER EER EER EER | EER EER
10,273 | 0,304| 0,304 | 0,351 | 0,351 | 0,253 | 0,249 | 0,310 | 0,293 | 0,271
2 | 0,267 | 0,301 | 0,333 | 0,291 | 0,310 | 0,311 | 0,258 | 0,294 | 0,291 | 0,315
3 | 0,204 | 0,339 0,297 | 0,395 | 0,211 | 0,381 | 0,187 | 0,304 | 0,198 | 0,320
4 | 0,318 | 0,366 | 0,311 | 0,409 | 0,276 | 0,385 | 0,316 | 0,371 | 0,302 | 0,360
510,336 | 0,240 | 0,373 | 0,291 | 0,329 | 0,256 | 0,320 | 0,215 0,286 | 0,239
@ | 0280 | 0310 | 0,324 | 0,347 | 0,295 | 0,317 | 0,266 | 0,299 | 0,274 | 0,301
Table 3.: Evaluation results based on EER and with a quantization of 8 Bit
16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit | 16 Bit
- - 2A2W | 2A2W | LSB LSB MS MS SSW | SsSwW
female | male | female | male | female | male | female | male | female | male
EER EER | EER EER EER EER | EER EER | EER EER
1 | 0,262 | 0,262 | 0,276 | 0,335 | 0,262 | 0,263 | 0,236 | 0,253 | 0,249 | 0,229
2 |0,265 | 0,298 | 0,324 | 0,298 | 0,265 | 0,298 | 0,258 | 0,294 | 0,298 | 0,310
3 | 0,204 | 0,294 | 0,283 | 0,353 | 0,205 | 0,294 | 0,187 | 0,304 | 0,174 | 0,275
4 | 0325 | 0,366 | 0,391 | 0,384 | 0,332 | 0,366 | 0,316 | 0,371 | 0,262 | 0,359
5 10,343 | 0,227 | 0,356 | 0,311 | 0,345 | 0,228 | 0,320 | 0,215 | 0,291 | 0,220
@ | 0280 | 028 | 0326 | 033 | 0282 | 028 | 0263 | 0,288 | 0,255 | 0,278

Table 4.: Evaluation results based on EER and with a quantization of 16 Bit

ALL Watermarking Schemes 8 bit - Male/Female

ALL Watermarking Schemes - Male/Female

1
;;;;;; P
‘a) M
R —— | 08 2 MR —*— |
i Sooffiale 2A2W FNMR - 8 AW FNMR --%--
o female 2A2W FMR 8- 4% female 2A2W FMR 8-
* female 2A2W FNMR & N female 2A2W FNMR &

00 male LSB FMR ~—— LY male LSB FMR ———-
male LSB FNMR -+~ L VN male LSB FNMR -+~
female LSB FMR - -x- - _| 06 ALH e female LSB FMR - x|

« female LSB FNMR -—-x-- I3 L1 Ve ,ﬁﬁF female LSB FNMR -~

E male MS FMR & 2 \ 4 male MS FMR &

g male MS FNMR —s— g (L male MS FNMR —s—

= female MS FMR ---—- = ELV female MS FMR ---—-

< female MS FNI o < 2 female MS FNMR ---6--

g male SSWater FMR - _| [ o i male SSWater FMR e~ _|
male SSWater FNMR -+~ " male SSWater FNMR o=~
female SSWater FMR -4~ * female SSWater FMR -4~

female SSWater FNMR - -4~ s N, o female SSWater FNMR - -4~
male unmarked FMR -+~ e male unmarked FMR -+~
male unmarked FNMR -+ /s Og male unmarked FNMR -+
02 female unmarked FMR —v— _| 02 Gl %00, female unmarked FMR —s— _|
female unmarked FNMR ---7--- il o % o female unmarked FNMR ---7---
oo ’ﬁu s o
929006000, o) *eeeees;
o cocch Y Sesesaqe
0 i 1 i i b 0 i i i i !
0 10000 20000 30000 40000 50000 60000 70000 80000 0 10000 20000 30000 40000 50000 60000 70000 80000
Threshold Threshold

Figure 2.: All 8 Bit

Figure 3.: All 16 Bit



16

Andrea Oermann and Andreas Lang and Claus Vielhauer

Without embedding 8 bit - Male/Female

Unmarked - Male/Female

1 X
X6,
< " " s
x2 Y O i
X | o
0l k& P X o @;ﬂm
X e \ ey
L oa o PRI .
* 06 ) o
o\ 2 x O ¥ S
X .8 w”x‘( § B g FEFDBN male FMR —%—
¢ 06 e e i Y @& male FNMR ----
S Voo P male FMR —%— = o P female FMR ---G--
& X o male FNMR ~%-—- < X P female FNMR &
> yo8 a female FMR - [ o
H \ £ female FNMR &
& o4 X .
X
k 02 L"‘* e,
. Fooe, e
02 u” o - o
Y, P ka0 BB
. % ot g ey
e "*s\ex%hﬂmﬂn 0 !
o ==l s SR
2 0 10000 20000 30000 40000 50000 60000 70000 80000
o Threshold
0 10000 20000 30000 40000 50000 60000 70000 80000
Threshold
©

Figure4.: FMR and FNMR curves for unmarked ¢

audio signals and 8 Bit quantization

2A2W Watermarking Scheme 8 bit - Male/Female

Fi

gure5.: FMR and FNMR curves for unmarked
audio signals and 16 Bit quantization

2A2W Watermarking Scheme - Male/Female
e T
% o
P
X0 Mﬁﬁﬁ
08 L8 \ e
A
A\ i\ 2
% n Y !
! d
X
Ty "
Loh X
o 06 gt o 06 L
E i le FMR 2A2W —%— E \ male FMR 2A2W —x—
[ & o male FNMR 2A2W - [ X male FNMR 2A2W --%---
S X female FMR 2A2W ---G-- = female FMR 2A2W ---5--
< 3 & female FNMR 2A2W & < female FNMR 2A2W &
L o4 Yo/ B Loo4
sl
a
2
P =
02 ; oo 02 o
3 o, g, -
o o 3 =
o Moy o e,
e o S W e
& O W
0 H R 0 i
0 10000 20000 30000 40000 50000 60000 70000 80000 0 10000 20000 30000 40000
Threshold

50000 60000 70000 80000
Threshold

Figure 6.: FMR and FNMR curves for 2A2W wa- Figure 7.: FMR and FNMR curves for 2A2W wa-

termarking scheme and 8 Bit quantiza-

tion

termarking scheme and 16 Bit quantiza-
tion



Digital Speech Watermarking and its Impact to Biometric Speech Authentication 17
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SSWater Watermarking Scheme 8 bit - Male/Female SSWater Watermarking Scheme - Male/Female
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watermarking scheme and 8 Bit quan- water marking scheme and 16 Bit quan-
tization tization
5. Summary

The test results have shown that for the selected MFCC apipremabiometric user authen-
tication combined with different watermarking schemessas2A2W, LSB, Microsoft and

SSWater metadata can be embedded in the speech based lmaafetence data without
remarkable losses of the authentication performance. \We $tlaown that the differences
between non-watermarked data, watermarked data withngogdpacity are marginal.

Even though knowing that the used data are not sufficientderdo achieve statistic sig-
nificance, the approach of integrating metadata into bidmetference material may be
applied for implementing future biometric authenticateystems where metadata contains
complementary biometric references. The work presentéuisrarticle is an initial inves-
tigation, which examines the influence of embedded data @méiric recognition perfor-
mance. In our current research, the payload of embeddediatateformation is not fully
exploited, we used in average 215 bytes repeatedly. Threréfts possible to hide fur-
ther biometric information such as other modalities as @aylinto the metadata (see [24]).
Hence, a multimodal authentication can be achieved. Aldaoavledge based hash (i.e.
password hash) as metadata can be embedded in order to msentilti-factor authenti-
cation mode. Multi-factor means a combination of biometased (e.g. handwriting) and
non-biometric based (e.g. knowledge, possession) udeemtitation. In this case the input
knowledge can be confirmed by the knowledge retrieved fraambiric reference data in
addition to the biometric authentication.

Further, our tests have also shown, that applying digitabmaarking techniques to em-
bed additional information in biometric reference mateaiad hence, integrate it into the
authentication process performs better results for femségs than for male. Also, the
performance depends on the applied watermarking schenthisloontext our evaluation
need to be further developed due to the disadvantageoudigaaing behavior of certain
watermarking schemes, in particular Microsoft and SSWasahey are not able to embed



Digital Speech Watermarking and its Impact to Biometric Speech Authentication 19

the whole metadata. Therefore, we need to investigate ttential application fields and
the required metadata to determine the watermarking paeasneapacity, robustness and
transparency as well as the required recognition precision
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